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April 7-8, 2014 — NSA Third Party agreements: accomplished informally and without congressional oversight 

WMR has learned from highly-knowledgeable National Security Agency sources that the agreements between NSA and a 
group of signals intelligence (SIGINT) agencies from so-called "Third Party" nations are hammered out by NSA officials 
informally and with no oversight from the Senate and House intelligence oversight committees. 

In addition to the "Five Eyes" second-party NSA partners of Great Britain, Canada, Australia, and New Zealand, the NSA 
has third party SIGINT sharing agreements with a number of non-English speaking nations, mainly in Europe. 

The total number of NSA Third Party partners is around 48, according to NSA sources. These include Germany, France, 
Norway, Denmark, South Korea, Japan, Israel, and Thailand. 

Many of the third party arrangements, according to our NSA sources, have been agreed upon by NSA Foreign Relations 
Advisory Council (FRAC) and other officials with representatives of Third Party SIGINT agency officials over dinner and 
drinks in foreign capitals and at NSA headquarters at Fort Meade, Maryland. 

In addition, the handling of Top Secret Code Word SIGINT documents by Third Party partners is not standardized. The 
procedures for the handling of NSA classified documents that either accidentally or willfully fall into the hands of Third 
Parties is all over the map, according to our sources. In one case, when a Code Word document that was not releasable to 
Denmark ended up in the possession of the Forsvarets Central Radio SIGINT agency of the Intelligence Section of the 
General Staff (Forsvarsstabens Efterretningsafdeling), a Danish SIGINT official approached his NSA counterparts with the 
document and said, "we think you should have this." 

However, when Israeli Unit 8200 SIGINT personnel gained access to fiber-optic tapping technology developed by the NSA 
in 1998, they turned the technology over to Israeli private companies who adapted the technology in commercial products 
and sold it back to NSA at a huge profit. The action by Unit 8200, an NSA Third Party partner, has left a bitter taste in the 
mouths of NSA officials who have developed an intense distrust of their Israeli counterparts. Although the case of U.S. 

Navy Israeli spy Jonathan Pollard has been in the headlines recently, there have been a number of cases in which Jewish 
American employees and contractors for NSA have been caught red-handed turning over highly-classified NSA SIGINT 
methodologies and technology to Israel. Because of the religious sensitivities involved, there have been no Justice 
Department prosecutions of these individuals. 

8200 m'n' 



NSA's most untrustworthy Third Party partner is Israel's Unit 8200. 

In addition to the security compromise by the Israelis of NSA fiber-optic tapping technology, other major compromises 
have occurred with relation to the capture and archival storage of voice telephony and Voice over IP (VOIP) recordings and 
textual data, such as e-mail. 


1 of 2 


5/23/2020, 6:57 PM 






April 7-8, 2014 — NSA Third Party agreements: accomplished informal!... 


https://www.waynemadsenreport.com/articles/20140407/print 


Astonishingly, the NSA has closer relationships with its Second and Third Party partners than it does with the CIA. For that 
reason, the CIA created its own Office of SIGINT Operations (OSO) in the Deputy Directorate for Science and Technology 
(DS&T) because it found that NSA was unwilling to share certain SIGINT products with the CIA. The office has worked 
closely in collecting electronic intelligence (FLINT) from foreign radar and missile systems with the CIA’s National 
Clandestine Service. In so doing, the CIA has established its own SIGINT partner arrangements with other countries, some 
of which, like the People’s Republic of China, are major targets for NSA electronic surveillance. The CIA’s OSO, according 
to NSA sources, continues to support two SIGINT stations in western China that are staffed by Chinese SIGINT personnel 
trained by CIA OSO personnel in China and the United States. The stations intercept radar and missile telemetry signals 
from inside Russia. 
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One CIA OSO station run in cooperation with the Chinese People's Liberation Army is in Korla in the Muslim-dominated 
Xinjiang-Uighur Autonomous Region of western China. Last year, the town was the scene of deadly clashes between Muslim 
Uighurs and Han Chinese. 

However, in other areas, the CIA and NSA do cooperate, mainly with the Special Collection Service, which is known at 
NSA as "F6" or simply, "Laiu'el," where it is located in Maryland. The SCS is involved in the placement of covert 
surveillance taps and other devices in foreign locations, as well as diplomatic offices in the United States. 
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